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Scan Report

March 31. 2020

OpenVAS Online Scan

Online network vulnerability scanner for >50,000 security

5eK3817
113:18 2020 UTC
ummarises the results found

vulnerabilities
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OpenVAS Online Scan

Online network vulnerability scanner for >50,000 security
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HostedScan.com

Scan report - | 4 new risks detected by OpenVAS on emeetin 1443 Q no-reply=hostedscan.com@mg.hostedscan.com Tuuunas HostedScan.com <=no-reply@hostedscan.com>
Tufl 1333

OpenVAS Report by HostedSean Security This email contains a summary o...
Network Operation Center ¥
HostedScan.com

Scan report - || 2 new risks detected by Nmap on emesting.st 33 _ .. N ~ .
I vialndlavarmiiudiushuasqa 1dmaudaniiavmneduludaanui fdasmailamslinufaasivianinad adniiidl

Nmap Report by HostedScan Security This email contains 2 summary of yo...

HostedScan.com I iauaRa AR AANTIL

Scan report - | 4 new risks detected by OWASP ZAP on emee 1334

OWASP ZAP Report by HostedScan Security This email contains a summar...
1333
B | i "
SETem egE QR e [T FRE i ere s L B TR e m [T Click the link below to see scan results, track scan progress, and schedule more scans.

Administrator B
report Monthly-2022-03-26-1200 12:00 See Results

Please ent for report Monthly-202 1200

Scans in progress!

FUAMUARINTUIINANTT email

2. Jalesu email AANT see results LBNSIURANITALNY

c HostedScan Security Dashboard Targets Scans Risks Reports APIDocs Pricng @~
Add Targ New Scan
Most Recent Risks
OPENVAS

TITE SCAN TYPE TARGET THET Qe () STATUS Wlam v
> nginx<=121:0 Information Disclosure Vulnerability GPENVAS smestingsutacth 30% 35 minutes g0
> nginx0.7.12 < 1.17.7 HTTP Request Smuggiing Vulnerability emeeting sut.ac.th 30% 35 minutes ago
>  TCPtmestamps emeeting sut.acth Low 50% 35 minutes g0
> OpenTCPPort: 8008 NMAP smesting sut.scth hour ago

See all 10 risks &

Most Recent Scans

TARGET(S) SCANTYPE STATE PROGRESS RESULTS CREATED
»  emestingsutacth openvas 100 FOF XML 1 hour ago
> emestingsutacth owaSP_ZAR 100 HTML JSON POF XML 1 hour ago
> emestingsutacth NMAP SUCCEEDED 100 HTML JSON POF XML 1 hour ago

See all 3 scans 4
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3. #1WU8 Most Recent Risks S¥UUKIIASOUTDITHUVANTAUNA (2194500 ILARIHAWUY 10
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suduliiansugngeudu q lngannsandnidentdainuy “See all 10 risks”)



Risks

TITLE SCAN TYPE TARGET
> nginx 0.6.18 - 1.20.0 1-byte Memory Overwrite Vulnerability OPENVAS emeeting.sut.ac.th
> nginx <= 1.21.1 Information Disclosure Vulnerability OPENVAS emesting.sut.acth
> nginx 0.7.12 < 1.17.7 HTTP Request Smuggling Vulnerability OPENVAS emeeting.sut.ac.th
> TCP timestamps OPENVAS emeeting.sut.ac.th
> Open TCP Port: 8008 NMAP emeeting.sut.ac.th
> QOpen TCP Port: 80 NMAP emeeting.sut.ac.th
> Application Error Disclosure QOWASP_ZAP emeeting.sut.ac.th
> X-Frame-Options Header Not Set OWASP_ZAP emeeting.sut.acth
> Information Disclosure - Debug Error Messages OWASP_ZAP emeeting.sut.ac.th
> X-Content-Type-Options Header Missing OWASP_ZAP emesting.sut.acth

® flagran1sulana

® nginx Fadu web server ¥835¥UU outdate @1aviliLARA memory overwrite &9
\Ju threat s¥diu . Asunlulaeriu
® 13U port 8008 iU threat szAU medium HuaszUUATAUNADIY

Auiiunsta port apaAIesusvnels wnldlatinasldausnu port fanan Wudu

e 11ifin15 set A1 x-frame-option header @3N13613ANRINETT Aza1U150TDINITIDNT
'ClickJacking' attacks. e

>
& a = = A a vL o
mmmsmaammg WBFEIHNTIONINUINYALLDYALNULAN LA
~ ¥-Frame-Options Header Not Set OWASP_ZAP emeeting.sut.acth
Name X-Frame-Options Header Not Set
Description X-Frame-Options header is not included in the HTTP response to protect against (eESE{ERER S
Mast modern Web browsers support the X-Frame-Options HTTP header. Ensure it's set on all web pages returned

Solution then you'll want to use SAMEQRIGIN, otherwise if you never expect the page to be framed, you should use DENY. A
Rerereee https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
CWE Id 021
WASC Id 5
Other
Information

uri ttp://femeeting.sut.acth

method | GET
Instances param X-Frame-Options

attack

evidence
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THREAT
LEVEL

HIGH
HIGH
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® SUluUNMIALNULUY Openvas
® suluumMIaLNULUU OWASP_ZAP

® sULUUMTAUNULUU NMAP
anansaidengelamuusiaginde My “result”

Most Recent Scans

TARGET(S) SCAN TYPE STATE PROGRESS RESULTS
> emeeting.sut.ac.th OPENVAS SUCCEEDED 100 PDF XML
> emeeting.sut.ac.th OWASP_ZAP SUCCEEDED 100 HTML JSON PDF XML
> emeeting.sut.ac.th NMAP SUCCEEDED 100 HTML JSON PDF XML

See all 3scans

A18819N1588N report

Scan Report

March 26, 2022

Summary

This document reports on the results of an automatic security scan. All dates are dis
played using the timezone “Coordinated Universal Time”, which is abbreviated “UTC". The
task was “623eb39b5eb6340040dfbI15-623eb39d5eb6840040dM1d". The scan started at Sat
Mar 26 06:33:41 2022 UTC and ended at Sat Mar 26 07:47:35 2022 UTC. The report first
summarises the results found. Then, for each host, the report describes every issue found.
Please consider the advice given in each description, in order to rectify the issue.

2.1.1 High 80/tcp

udgndaunnu

1-byte Memory Overwrite Vulnerability

Product detection result
cpe:/a:f5:nginx:1.16.1
Detected by nginx Detection Consolidation (QID: 1.3.6.1.4.1.25623.1.0.113787)

Summary
...continues on next page ...




2 RESULTS PER HOST 3

...continued from previous page ...

nginx is prone to a l-byte memory overwrite vulnerability.

Vulnerability Detection Result w3 9AnsauURNY
Installed version: 1.16.1 :

Fixed version: 1.20.1/1.21.0

Installation

path / port: 80/tcp

Solution: w39 solution N1FUAluUeI

Solution type: VendorFix
Update to version 1.20.1, 1.21.0 or later.

Affected Software/OS

nginx version 0.6.18 through 1.20.0.

Note: The issue only affects nginx if the 'resolver’ directive is used in the configuration file.
Further, the attack is only possible if an attacker is able to forge UDD packets from the DNS
server.

Vulnerability Insight

A security issue in nginx resolver was identified, which might allow an attacker to cause 1-byte
memory overwrite by using a specially crafted DNS response, resulting in worker process crash
or, potentially, in arbitrary code execution.
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